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ABSTRACT 

 

A VIDEO AUTHENTICATION SCHEME USING DIGITAL SIGNATURE 

STANDARD AND SECURE HASH ALGORITHM 

FOR H.264/AVC MAIN PROFILE 

 

Publication No. ______ 

 

Nandakishore Ramaswamy, MS 

 

The University of Texas at Arlington, 2004 

 

Supervising Professor:  Kamisetty R. Rao  

Multimedia authentication techniques are required to prove the validity of legal 

multimedia content and establish the identity of the content creator. Digital signature is 

one way of authenticating multimedia content. Typically digital signature uses 

cryptographic techniques to ensure the integrity of the multimedia bitstream. In this thesis 

we propose a digital signature scheme to authenticate the video bitstream generated by 

H.264/AVC Main Profile by using features extracted from the video and identify the 

video originator. This signature is unique to every coded video sequence and is generated 

using the Digital Signature Standard (DSS). Also, we developed a technique to identify 

the tampered locations and point out sender forgery in case of an authentication failure.
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 Results demonstrate that our proposed algorithm is robust to temporal and spatial 

manipulations.  
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CHAPTER 1 

INTRODUCTION 

The continuous growth of the Internet and its increasing influence on our lives 

have led to a huge amount of multimedia content such as images, photos and video being 

made available for download to millions of users [13]. This is both a boon and a bane for 

multimedia content creators and users. It has created new business opportunities for 

content creators, opened new avenues for distribution of multimedia content and has 

made it possible to reach users in every nook and corner on earth. However it is hard to 

manage and track digital assets as compared to physical assets apart from being easy to 

copy and manipulate digital content [12].  

Recent advances in developing powerful processors and increasing software 

sophistication have made it easier to alter and forge digital video content without leaving 

any trace [20]. From the user perspective, the same multimedia content is now available 

from different sources and legally acceptable methods for authentication (verifying the 

originator of content and at the same time ensuring that the content has not been 

manipulated or falsified in any way) need to be established [13].  

Multimedia authentication schemes usually apply cryptographic techniques to 

secure the multimedia content. The advantage of using cryptographic theory for 

multimedia authentication lies in the fact that its strength and flaws have been analyzed  

by mathematicians, engineers and likes for decades and it is widely accepted by the    
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legal community as a means of protecting and verifying digital data [4].  

1.1 Thesis Outline 

In this thesis we propose a hard authentication algorithm to (1) verify the integrity 

of the video content and identify the sender/content creator for videos encoded using 

H.264/AVC [4] by employing a digital signature. H.264/AVC is the latest video coding 

standard jointly developed by ITU-T and ISO/IEC [8]. It can achieve significant 

compression efficiency over previous video coding standards and can be used for a wide 

variety of applications. More information on H.264/AVC can be found in Appendix B. 

The characteristics of H.264/AVC are taken into account while selecting the 

authentication criteria. (2) Identify the tampered locations on a frame level and point out 

if the authentication failure has been due to sender forgery. (3) This algorithm is also 

robust to some common video attacks such as frame reordering, macroblock reordering 

and DC attack. 

Figure 1.1 shows a common video authentication and verification process for 

video signals [24]. The features f from a video are extracted and the authentication data S 

is computed using f in the authentication process. Features here refer to data (usually 

smaller in size than the video itself) obtained from a particular representation of a video 

and this data is unique to a video representation. A change in the video would similarly 

change the features associated with it. Multimedia authentication schemes apply 

cryptographic principles to protect and verify the features extracted rather than the video 

as it results in considerable bit savings and computation time. This data is encrypted 
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using a user key K to give EK(S) and appended to the video for transmission/storage. 

Figure 1.1 shows the authentication process.  

 

Figure 1.1 Common video authentication system [24]. 

During the verification process, the new authentication features S’ are computed 

and compared with the original S obtained by decrypting EK(S) to determine whether the 

video signal is authentic or tampered. If S and S’ match then the video is authentic 

otherwise it is tampered. Figure 1.2 shows the verification process.  

 

Figure 1.2 Common video verification system [24] 
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This thesis is outlined as follows: Chapter II describes major multimedia 

authentication algorithms and related work in the area of video authentication. Chapter III 

presents our algorithm for authenticating video content. Results are presented in Chapter 

IV for single and multiple coded video sequences. Chapter V outlines conclusions and 

further research. Appendix A describes the digital signature standard and secure hash 

algorithm. Appendix B gives an overview of H.264/AVC, Appendix C lists the common 

video formats and sampling structure used in the representation of digital video and 

finally Appendix D is a useful guide on using the software.  
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CHAPTER 2 

MULTIMEDIA AUTHENTICATION 

2.1 Introduction 

Authentication in this thesis means to verify the integrity and authenticity of the 

signal without reference to the original signal. Multimedia authentication schemes can 

roughly be classified into two types: (1) Hard Authentication and (2) Soft Authentication 

[14]. In hard authentication schemes, no alteration of the pixel values is allowed. These 

schemes embed the authentication information directly into the multimedia signal or 

accompany the multimedia signal as additional data. On the other hand soft 

authentication scheme accepts manipulations to the multimedia signal which maintain the 

semantic structure and perceptual quality. Our focus here is on the hard authentication 

schemes. 

2.2 Hard Authentication schemes 

One of the earliest authentication schemes was proposed for verifying the images 

produced by a digital camera [15]. The authors propose that the hash of the image taken 

by the digital camera be computed and later sign this hash key using the digital camera’s 

unique private key to produce a signature file. The key is stored in a secure 

microprocessor which does allow for the contents to be read outside the factory which 
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produced them. To verify the images, the signature file and the image whose credibility 

has to be verified are recovered and a hash of the alleged image is performed. The digital 

camera’s serial number which acts as the public key is used to decrypt the signature and 

matched with the hash computed. For the image to get verified the decrypted signature 

has to be the same as the hash of the image whose authenticity has been challenged. 

Figures 2.1 and 2.2 show the encoder and decoder blocks respectively. 

 

Figure 2.1 Encoder of the trustworthy digital camera [15] 

 

Figure 2.2 Decoder of the trustworthy digital camera [15] 
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One of the disadvantages of the trustworthy digital camera is that if the private 

key is exposed by a discontented employee then the public key needs to be changed 

which means that the camera’s serial number cannot be used anymore as a public key. 

In [16] the authors propose to generate content based digital signature for image 

and video signals. A set of features is extracted from the image/video and a hash is 

computed over these feature values. This hash is signed by the user’s private key. The 

signature generation process is shown in Figure 2.3. 

 

Figure 2.3 Signature generation process using histogram [16] 

The authors divide the image into blocks and calculate the features of the block to 

protect every block individually. The feature extraction used in [16] is the histogram of 

the luminance blocks as the histogram gives information about spatial information of the 

image. The image whose authenticity has to be verified undergoes a feature extraction 

process to extract the same feature as the encoder and then these feature values are 

hashed and matched with the decrypted signature calculated of the original and 

unmodified image. Figure 2.4 shows the extraction process.  
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Figure 2.4 Signature verification process using histogram [16] 

Schneider et al [16] propose an extension of their scheme to video wherein the 

individual frames are hashed using their scheme for authenticating images and then all 

the hashes are collected and arranged in the correct temporal order. A hash is performed 

of these hash values. This serves two purposes: (1) It authenticates a clip rather than a 

frame and (2) Prevents frame reordering attack. However the calculation of the histogram 

of every block and hash computation is a computationally expensive process. It is also 

quite possible to alter the block values without affecting the histogram [17]. 

A similar algorithm has been proposed in [18] by Dittmann et al where the Canny 

edge detector is used on every frame of the video to obtain the edge characteristics which 

acts as the feature values.  

Another landmark paper featuring digital signatures robust to JPEG compression 

[3] but rejecting malicious manipulations has been published by Lin and Chang [19]. The 

authors have come up with two theorems for describing the relationship between DCT 

coefficients of two different blocks at the same position when using JPEG compression. 
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Let the DCT coefficient vectors of two non overlapping 8x8 blocks a and b be given as 

Xa and Xb respectively. Let Q represent the JPEG quantization matrix and define ; ?a(v) = 

Integer Round (Xa(v)/Q(v)).  Q(v) where v ? [1, 2… 64]. Also let ? Xa, b = Xa – Xb and 

? ; ?a, b = ; ?a - ; ?b. Additionally let k be a threshold signifying the maximum difference 

allowed between DCT coefficients set by the user and N?�be defined as Integer Round 

(k/Q(v)).  

Theorem 1 gives the sign invariance property of DCT coefficients in the same 

position at different blocks [19].  

1) if ? Xa, b > 0 then ? ; ?a, b = 0 

2) if ? Xa, b < 0 then ? ; ?a, b = 0 

3) if ? Xa, b = then ? ; ?a, b = 0 

Theorem 2 gives the difference relationship between the DCT coefficients after 

compression [19].  If ? Xa, b > k 

? ; ?a, b =  N?v . Q(v)  k/Q(v) ? Z 

                       (N?v – 1) . Q(v),  elsewhere 

If ? Xa, b < k 

? ; ?a, b =  N?v . Q(v)  k/Q(v) ? Z 

                       (N?v + 1) . Q(v),  elsewhere 

If ? Xa, b = k 

? ; ?a, b =  N?v . Q(v)  k/Q(v) ? Z 

                       (N?v or N?v ± 1) . Q(v),  elsewhere 
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The above set of theorems is used to extract feature codes Z after quantization 

which maintain the image structure but yet are robust to compression. These 

feature codes are then encrypted using a public key encryption algorithm such as 

the RSA [27] to obtain the digital signature. During the authentication process the 

image is transformed and then the corresponding relationship between the DCT 

coefficients in different blocks is found out. This relationship has to match with 

that obtained by decrypting the signature.     

2.3 Related Work 

Lou et al [17] propose a scheme  for verifying and locating tampered locations for 

images. The authors propose that the image be divided into 8x8 blocks and the 

mean i.e. DC value of every luminance block after quantization be written into a 

file along with some parameters such as the compression scheme used, the byte 

size of the image and threshold for image authentication. This file is later 

encrypted using public-key cryptosystem to give the digital signature. The 

encoder of this scheme is shown in Figure 2.5.  

 

Figure 2.5 Digital signature generation using block DC value [17] 

Here, the feature refers to the quantized DC value of every 8x8 block. The 

signature verification process is the inverse process of the encoder. The DC 
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values before quantization of the 8x8 blocks are extracted and matched with the 

decrypted signature. If the values match, then the signature is verified. A block 

diagram of the decoder process is shown in Figure 2.6. 

 

Figure 2.6 Signature verification using block DC value [17] 

This scheme is also robust to compression and can identify the tampered 

locations. The original image is compressed using the maximum compression 

ratio allowed to give a corrupted version of the original image and then the 

difference between the DC values of the original image and corrupted image is 

encoded. If the received image’s DC value lies within the range specified by the 

difference value then the image is authenticated. Figure 2.7 shows the feature 

extraction and threshold calculation process [17]. 
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Figure 2.7 Flow diagram of feature extraction proposed by Lou et al [17] 

A shortcoming of their scheme is that their feature extraction process is prone to 

the DC attack wherein the 8x8 block of pixels is replaced completely without any 

change in the mean value. 

A semi-fragile watermarking system for MPEG video authentication has been 

developed by Yin and Yu [21]. They propose that two watermarks be embedded: 

a robust watermark to survive content preserving signal processing manipulations 

and a fragile watermark to prevent malicious attack. The robust watermark 

embedded is the hashed DC values of every frame. The fragile watermark is 

inserted by modifying the LSB of quantized DCT AC coefficients to output an 

even number if ‘0’ is to be embedded and a ‘1’ if an odd number. The fragile 

watermark is also hashed and encrypted. Figure 2.8 shows the watermark 

generation algorithm. 
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Figure 2.8 Semi-fragile watermark generation [21] 

To verify the video the same feature is extracted from the test MPEG video and 

compared with the extracted watermark. The fragile watermark is compared first 

to detect if any malicious manipulations have taken place. The robust watermark 

is compared only if the fragile watermark has been destroyed. The watermark 

verification process is shown in Figure 2.8. 

 

Figure 2.9 Semi-fragile watermark verification [21] 

This scheme also suffers from the DC attack first pointed out in [24]. Grosbois et 

al have proposed a scheme for verifying the integrity of images compressed by 

JPEG-2000 [22]. Every code-block of the compressed image is hashed using the 

secure hash algorithm and encrypted to give the digital signature. This encrypted 

hash value is inserted directly in the bitstream after the JPEG-2000 termination 

marker (2 byte value greater than 0xFF8F). By default, the arithmetic decoder in 
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JPEG-2000 stops reading further values from the bitstream when it encounters the 

termination marker. Figure 2.9 shows their authentication scheme for every code-

block. 

 

Figure 2.10 Signature generation of JPEG-2000 code-block [22] 

To verify the integrity of the image, the test image’s code-blocks are hashed and 

matched with the decrypted hash sent. If both the hash outputs match then the 

image’s integrity is assured. 

2.4 Summary 

This chapter presented some multimedia authentication schemes which employ 

cryptographic principles. We also presented the previous work leading to this 

thesis. Chapter III presents a detailed overview of our proposed algorithm. 



 15 

CHAPTER 3 

A VIDEO AUTHENTICATION SCHEME USING DIGITAL SIGNATURE 

STANDARD AND SECURE HASH ALGORITHM FOR H.264/AVC MAIN PROFILE 

3.1 Introduction  

As mentioned earlier in Chapter 1 the goal of this thesis is to identify attacks on 

video sample values and achieve sender identification. Since an alteration on the frame 

values in spatial domain in a video translates into a change of the values in transform 

domain, the authentication scheme to verify the integrity can be applied in the transform 

domain directly. Sender identification is achieved by allocating a private key to every 

user, which is used in computing a distinct signature for every user. The proposed 

algorithm can also identify the tampered locations at frame level in the event of 

authentication failure, is robust to temporal and spatial attacks and can point out 

counterfeit videos created by a malicious user. 

This proposal is based upon the scheme proposed in [23] to verify the integrity of 

the images compressed by JPEG-2000. We propose to compute the signature for every 

coded video sequence [1] (A coded video sequence can be defined as a sequence which 

can be decoded independently of any other sequence. Every coded video sequence 

always starts with an I picture.), encrypt it and append it to the H.264/AVC bitstream [8] 

using the Supplemental Enhancement Information (SEI). SEI is described in detail in 

section B.2.2.1 of Appendix B. There can be multiple signatures for authenticating the 
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video if there is more than one coded video sequence present in the video; each signature 

authenticating a single coded video sequence. 

3.2 Digital signature computation of the coded video sequence 

In our algorithm we have used the Secure Hash Standard (SHS) [25] and Digital 

Signature Standard (DSS) to compute the digital signature [26]. The DSS is split into two 

parts: (1) Digital Signature Algorithm (DSA) and (2) Digital Signature Verification 

(DSV). SHS and DSS are described in Appendix A. The human visual system is more 

sensitive to luminance than to chrominance [2] and a modification of the luminance 

values would affect the perceptual quality. This information is kept in mind while 

designing our proposal and the signature is computed over luminance frames only. Both 

Intra as well as Inter frames are used in the authentication process.  

For macroblocks using Intra 4x4 and Inter prediction, the DC values and the 2 

AC values which are to the immediate right of and below the DC coefficient for every 

4x4 block of a macroblock obtained after the integer 4x4 DCT and quantization are used 

as the authentication criteria. Figure 3.1 shows a 4x4 luminance block in the transform 

domain. The DC and AC values used are shown in boldface. 

DC (0,0) AC (0,1) AC (0,2) AC (0,3) 

AC (1,0) AC (1,1) AC (1,2) AC (1,3) 

AC (2,0) AC (2,1) AC (2,2) AC (2,3) 

AC (3,0) AC (3,1) AC (3,2) AC (3,3) 

Figure 3.1 Transformed luma coefficients used in the authentication process for 
Intra 4x4 and Inter blocks of a macroblock. 
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H.264/AVC employs another intra prediction method called as Intra 16x16 for 

coding macroblocks with smooth areas that contain sufficient correlation [5]. The 

macroblock is divided into 16 blocks of size 4x4 and the integer 2D-DCT is applied to 

each block. Figure 3.2 shows the macroblock divided into 4x4 blocks. The small 

rectangle in the upper left corner of every block is the DC value obtained after the integer 

2D-DCT.  

 

Figure 3.2 Intra 16x16 luma macroblock after integer 2D-DCT (The numbers 0-
15 indicate the sixteen 4x4 blocks of a luminance macroblock. The 
numbers 00-33 represent the DC coefficient of every 4x4 block) [7]. 

 
The sixteen DC coefficients obtained after the integer 2D-DCT of each 4x4 block 

in a macroblock have sufficient correlation among them and thus a second transform is 

applied to these DC coefficients to decorrelate them. The transform used is the 4x4 

Hadamard transform. The integer 2D-DCT, Hadamard transform and Intra prediction 

modes are discussed in detail in Section B.3.1 and B.3.2 in Appendix B.  

All the nonzero coefficients obtained after the 4x4 Hadamard transform and 

quantization are used as the authentication criteria. Apart from the DC coefficients, the 
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two AC coefficients located at (0, 1) and (1, 0) of every 4x4 block of the INTRA 16x16 

macroblock are included in the authentication process. Thus a total of thirty-two AC 

coefficients are included for the INTRA 16x16 macroblock. Figure 3.3 shows the two AC 

coefficients of every block that are used in the authentication process in boldface.  

 AC (0,1) AC (0,2) AC (0,3) 

AC (1,0) AC (1,1) AC (1,2) AC (1,3) 

AC (2,0) AC (2,1) AC (2,2) AC (2,3) 

AC (3,0) AC (3,1) AC (3,2) AC (3,3) 

 
Figure 3.3 AC coefficients ((0, 1) and (1, 0) of every 4x4 block in the integer 2D-

DCT domain) of the Intra 16x16 macroblock included in the 
authentication process.  

 
The absolute picture number of every frame encoded using H.264/AVC is also 

inserted in the data to be authenticated to prevent the frame reordering attack in which the 

temporal ordering of frames can be changed. This picture number is inserted after all the 

authentication data for a picture has been collected. 

When the end of the coded video sequence is detected, the entire authentication 

data collected is hashed using SHS. The SHS outputs a 160 bit fixed message digest 

which is given to the DSA. The DSA uses the hash and the user’s private key to generate 

a unique signature consisting of two numbers, each having a length of 160 bits. This 

signature acts as the authenticated information of a video sequence and is appended to the 

H.264/AVC as SEI [4] in the ITU-T unregistered data section after encryption [27]. A 

flowchart of the encoder is shown on the next page.  
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3.3 Digital signature verification of the coded video sequence 

The flowchart on the next page depicts the decoder process for verifying the 

digital signature. The compressed video bit stream is decoded and the signature extracted 

from the SEI is decrypted using the private key of the receiver. The decoder process for 

collecting the authentication data is the inverse of the encoder. For Inter and Intra 4x4 

blocks, the DC and two AC coefficients to the immediate right and below the DC 

coefficient before inverse quantization are used in the authentication process. For Intra 

16x16 macroblock, the DC coefficients before inverse Hadamard transform and inverse 

quantization and the AC coefficients of every 4x4 block located at positions (0,1) and 

(1,0) before inverse quantization are used in the signature verification process.  
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Flowchart 3.2 Decoder for verifying the digital signature of the received video 

When the end of a picture is detected the absolute picture number is inserted at 

the end. Once the end of video sequence is detected, all the coefficients collected are 

hashed using SHS. The hash along with the user’s public key and the signature sent by 

the encoder are used in the signature verification process. The output of the verification 
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process is a binary value indicating whether the video has been authenticated or not. The 

authentication process will fail if there has been a modification of the transform 

coefficients, if the frames have been interchanged or if the originator of the video cannot 

be verified. Forgery may try to occur when a malicious user signs the video sequence 

using a different private key than the original one and tries to verify the video content 

using the public key of the original user. Since there is a unique relationship between the 

private and public keys of the user, the signatures shall not be verified in case of forgery. 

However it is not possible to determine the cause of authentication failure in a hard 

authentication scheme such as this one. To identify the tampered locations and point out 

malevolent intentions in the case of an authentication failure we have proposed some 

additions that help in overcoming the two above mentioned shortcomings.  

3.4 Identifying tampered locations and sender forgery 

The hash of a message is a one-way function [25]. The original message cannot 

be recovered from the hash and even a minor modification in the original message 

produces a completely different hash. This information is taken into account while 

designing our algorithm. We propose that the hash of every picture (luminance 

component only) be computed in addition to the signature. The encoding procedure is 

depicted as a flowchart in the following page. 

These hash outputs (one for every picture) are appended to the signature after 

encryption by RSA algorithm in the SEI section before transmission of the video. As 

shown in the above figure, for Intra 4x4 and Inter macroblocks, the quantized DC and AC 

coefficients are used as input to the SHS. For Intra 16x16 all the nonzero DC coefficients 
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after Hadamard transform and quantization and all the AC quantized coefficients of the 

macroblock are used in computing the hash.  
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Flowchart 3.3 Hash computation process for every picture of the video sequence 

At the decoder side, if the signature verification fails, then the hash of every 

frame is computed and matched to the one sent by the encoder so that the tampered 

frames may be identified. The next flowchart shows the decoding procedure. 
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Flowchart 3.4 Process of identifying tampered locations and sender forgery 

As shown in the above figure, for Intra 4x4 and Inter macroblocks, the DC and 

AC coefficients of every block of a macroblock before inverse quantization are used in 

computing the hash. For Intra 16x16 macroblock, the DC coefficients before inverse 

Hadamard transform and quantization are used in the authentication process. All the AC 

coefficients of every 4x4 block of the Intra 16x16 macroblock are also used in computing 

the hash. In case the signature fails to verify then the hash outputs from the decoder are 

matched with the respective ones sent by the encoder. If tampering has occurred in 

frames then the hash of the corresponding frame will not match with the one sent by the 

encoder and the tampered frame can be identified. If the hash outputs of the decoder 

match with the ones sent by the encoder in spite of an authentication failure then it can be 

inferred that the failure has been due to sender identity forgery.  

3.5 Storage requirement for the algorithm 

The digital signature consists of two numbers; each of the numbers is 160 bits in 

length. A total of 320 bits are required for storing the signature. An additional 160 bits 
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are required to store the hash of every picture of a video sequence. If there are n pictures 

in a video sequence, 160*n bits will be required to store the hash outputs. Thus a total of 

320+160n bits are required for authenticating a single video sequence.  

However the hash outputs and the signature cannot be sent unprotected over the 

channel, as it will be susceptible to tampering. They need to be encrypted. In this thesis a 

standard encryption algorithm for encryption known as the Rivest (R) Shamir (S) and 

Addlemen (A) algorithm [27] or RSA is used. 1024 bits are required for encryption of the 

signature and another 1024 bits are required for encryption [28] of each hash output. If 

there are n pictures in a video sequence, 1024*(n+1) bits will be required after encryption 

for authenticating a video sequence. 

If frames are transmitted at 30 fps and a coded video sequence consists of a 

second of a video i.e. 30 frames in a video sequence then the authentication bits required 

would be 1024*(30+1) = 31744 bits/second or approximately 31 kbps. This high data rate 

is attributed to the extra bits added due to encryption of signature and hash outputs.  

The Main Profile ranges from 1 to 8+ Mbps [5]. Assuming that the compressed 

bitrate is 2Mbps and there are 30 frames per second, then the authentication bits required 

is 31Kbps (calculated in the previous paragraph) which is equivalent to 1.55% of the 

compressed video. This rate of 31 kbps will be constant for all data rates supported by the 

Main Profile assuming that the frame rate per second is 30 and 1 coded video sequence 

per second. As the frame rate increases the authentication bits required increases and 

vice-versa. 
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3.6 Advantages and limitations of using multiple signatures 

The advantages of using multiple signatures for the video are that each coded 

sequence can be transmitted separately e.g. a short clip of a movie. It increases robustness 

to errors as an authentication failure for a single video sequence would mean transmitting 

only that particular sequence in the worst case.  

One of the disadvantages is that the authentication bits required increases as 

multiple signatures are required and with robustness in identifying tampered locations.  

3.7 Summary 

We presented the details of the proposed algorithm for computing and verifying 

the integrity of the video sequence coded by H.264/AVC main profile using digital 

signature. The algorithm can also identify tampered locations at frame level and identify 

sender forgery at the expense of extra bits by computing the hash of every picture and 

matching it with the encoder hash. The signature and hash outputs are sent in the 

H.264/AVC bitstream as SEI.  

Chapter IV presents the results of the proposed algorithm for single and multiple 

coded video sequences. Some video attacks are also performed in order to evaluate the 

robustness of the algorithm to these attacks.  
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CHAPTER 4 

SIMULATION RESULTS 

4.1 Introduction 

This chapter presents the simulation results of the proposed algorithm. The test 

sequence used is Foreman in QCIF and with 4:2:0 sampling format [10]. More 

information about video and sampling formats can be found in Appendix C. The results 

are presented for one signature as well as multiple signatures. Results of robustness of the 

video to some attacks are also presented. The signature and hash digests sent by the 

encoder are encrypted using the RSA. 

4.2 Digital Signature Algorithm Parameters 

Some parameters are kept common for generating and verifying signatures and 

are unchanged throughout the sequence except when explicitly mentioned. These 

parameters are listed as follows: 
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4.3 Results for one coded video sequence 

A total of fifty nine frames were encoded using the H.264/AVC reference 

software (version JM 7.5c) [9]. The total number of coefficients over which the signature 

was calculated was 12501. The signature which consists of two 160 bit numbers (r and s) 

obtained at the encoder are shown in base 10 below. 

 

4.3.1 Without video tampering or forgery 

The decoder computes a signature based on the received message and encoder’s 

signature to produce a one sixty bit number v. For the signatures to be verified v should 

be equal to r. The signature (v) at the decoder end is shown below. 

 

Since v and r match, the video can be claimed to be from an authentic source.  

4.3.2 Locating tampered frames 

Picture number 0 which is encoded as an I picture is modified. The DC 

coefficient located at (0,0) after Hadamard transform and quantization is changed from 
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the original value of 5 to 15. The rest of the coefficients are kept unchanged. The 

signature (v) calculated at the decoder is shown below.  

 

Note that v and r do not match in this case which leads to an authentication failure 

of the video. The hash values of all the frames of the received video sequence are 

compared with the decrypted hashes sent by the encoder. The hash output of the first 

picture in the sequence of the received picture is different from the hash output computed 

at the encoder. The hash values are shown in base 10 below. 

 

As can be seen since the two digests are not the same, conclusions can be drawn 

that the I picture has been tampered with and that frame tampering is the cause of 

signature verification failure. In the case that multiple pictures are tampered with, the 

hash comparison method would be able to identify accurately the tampered frames due to 

the one way nature of hash functions. 

4.3.3 Detecting malicious activity 

An imposter may attempt to sign the video by using his private key and then try 

to pose it as the original video by attempting to verify it with the original public key. For 

simulation purposes the private key is changed and the rest of the parameters are shown 

below. The modified private key is shown in base 10 below. 
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The signature generated from the encoded video sequence using the modified 

private key is shown in base 10 below.  

 

At the decoder, the received video sequence is authenticated using the public key 

of the legal user. The signature (v) obtained is shown in base 10 below. 

 

Since the signatures do not match, an authentication failure has taken place. As 

per the proposed algorithm all the hash values sent by the encoder (used after decrypting) 

are matched with the ones sent by the encoder. Since in this case the received video has 

not been tampered with, all the hash outputs match. Based on the above informa tion it 

can be deduced that the authentication failure has been due to fraudulent intentions of the 

signatory. 

4.3.4 Special case of frame tampering and sender forgery 

In this case assume that the imposter signs the video using his private key and 

encodes it using the H.264/AVC encoder [8]. If the received video sequence has also 

undergone frame(s) tampering, then the proposed algorithm can accurately identify the 

tampered frames but it is not possible to find out if signatory identification failure has 

also been the cause of signature failure. The example below demonstrates this case.  

The modified private key and the corresponding signature (r and s) generated are 

shown in base 10 format.   
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For simulation purposes frames 2 and 3 are tampered with by replacing them with 

frame 1 coefficients. The decoder signature obtained thus is shown in base 10. 

 

When the signature verification fails the decoder checks the hash output of every 

received frame with the decrypted hash outputs sent by the encoder. In this case the 

hashes of frames 2 and 3 do not match as illustrated below.  

 

It can be noted that frames 2 and 3 have been identified as the tampered locations 

of the video. However it is not possible to state conclusively whether sender forgery is 

also the cause of video authentication failure. Therefore identifying video forgery is a 

special case when none of the frames in the received video sequence has been tampered 

with and signature verification fails.  

4.3.5 Robustness to quantization 

Quantization is employed to code the video at a lower bit rate and yet maintain 

the perceptual quality e.g. in transcoding, where the video bit stream is coarsely 

quantized during intermediate stages of transmission to reduce the bit rate. Due to the 
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irreversible nature of the hash function, quantization operation on a video bitstream 

invalidates the signature even though the semantic relationship is maintained. For 

demonstration purposes, the foreman video sequence was first coded using a QP of 29. A 

signature is calculated for the resulting video sequence. Frame 0 and Frame 1 are shown 

below in figure 4.1.  

 

Figure 4.1 Frames 0 and 26 encoded using QP 29. 

The QP is now changed from 29 to 35. The decoded frames 0 and 26 are shown 

in Figure 4.2 

 

Figure 4.2 Frames 0 and 26 encoded using QP 35 

As can be seen from the above two figures perceptual quality is maintained but 

the signature is not verified by the decoder. The encoder and decoder signatures obtained 

are shown below. 
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   v = 450045542578458967124875488958087354781835818707 

The proposed algorithm is thus not robust to quantization as it is a hard 

multimedia authentication scheme.  

4.3.6 Frame reordering attack 

In frame reordering the temporal order of frames may be changed [6]. This may 

be of significant consequence when determining the exact timing of the occurrence of an 

event. To simulate this attack the coefficients of frame 1 and frame 2 are swapped before 

the signature is verified. Figure 4.3 shows the reordering process.  
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Figure 4.3 Reordering of frames 1 and 2 

 

The encoder and decoder signatures are shown below. 

 

  v = 796457292123352592426447215935643118188436156788 
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The signatures do not verify and the video sequence will not be authenticated. In 

the case of multiple video sequences, frame reordering would invalidate only that coded 

video sequence to which the swapped frames belonged. If the reordering takes place over 

multiple video sequence boundaries then the corresponding video sequences would not 

be authenticated. 

4.3.7 DC attack 

The DC attack modifies the block values without changing the mean of the block. 

It can introduce perceptual distortion in the final decoded picture. For simulation 

purposes, six 4x4 block of pixels are modified without changing the mean of each block. 

The top left location of these six blocks are 1) (0,0) 2) (3,3) 3) (7,7) 4) (11,11), 5) (15,15) 

and 6) (19,19). One example of block modification is shown in Table 4.1 below.  

Table 4.1 DC Attack 
Without DC attack With DC attack 

Original Block of pixels (Location 0,0) 

34 139 219 226 

34 140 218 225 

33 139 217 225 

29 136 218 221 

 
Sum of all pixels = 2453  

Modified Block of pixels (Location 0,0) 

165 154 153 200 

110 106 104 133 

120 117 115 132 

224 221 211 188 

 
Sum of all pixels = 2453 (unchanged) 
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Prediction 

40 120 231 197 

29 140 225 225 

95 62 186 200 

29 139 122 237 

 

Prediction 

40 120 231 197 

29 140 225 225 

95 62 186 200 

29 139 122 237 
 

Residual 

-6 19 -12 29 

5 0 -7 0 

-62 -23 31 25 

0 -3 96 -16 
 

Residual 

125 34 -78 3 

81 -34 -121 -92 

25 -45 -71 -68 

195 82 89 -49 
 

After 4x4 integer DCT 

76 -317 -129 129 

-67 301 307 -652 

138 105 -60 105 

-101 -412 11 -251 

 

After 4x4 integer DCT 

76 1482 364 196 

-473 -29 465 -762 

726 192 -70 116 

-219 -567 55 -276 

 

 

 

 

The prediction is the best match found from previously encoded blocks. The 
residual is the difference between the current block of pixels and the 
prediction. 

Since the block mean was unchanged, the DC value of the original and 
modified block remains the same. But the changes in the block structure are 
reflected in the AC coefficients. Note the AC coefficients in the above two 
blocks located to the right and below the DC value shown in boldface which 
are different for the original and modified block.   
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After quantization (QP 29) 

1 -3 -2 1 

0 1 3 -3 

2 1 -1 1 

-1 -2 0 -1 

 

After quantization (QP 29) 

1 13 5 2 

-4 0 4 -4 

10 2 -1 1 

-2 -3 0 -1 

 

 

 

 

Figure 4.4 Original foreman frame 

 

Figure 4.5 Foreman frame after DC attack 

 

 

 

 

The current algorithm can detect this attack due to inclusion of two AC 

coefficients (to the right and below the DC value) of every 4x4 block in the 

authentication process. 

 

After quantization, the DC coefficient of the original and modified block 
remains the same. If only the DC value of every block was used in the 
authentication process, then the modified block would get authenticated even 
though the block of pixels in it are different from the original block. 

The figure above on the left shows the original frame of Foreman. When all 
the six blocks are modified without changing the mean value, as noted above 
at the start of this section, the frame obtained is shown above on the right. 
The distortion can be seen in the top left corner of the frame. When only the 
DC value is used in the authentication process, the above frame on the right 
will get authenticated.  
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4.3.8 Comparison with previous work 

The main differences between the current algorithm and the previous work done 

in [17] are listed in Table 4.2.  

Table 4.2 Comparison of proposed algorithm with previous work [17] 
Parameter Previous Work [17] Current work 

Media Images compressed by 

JPEG 

Videos compressed by 

H.264/AVC Main Profile 

Features in 

transform/spatial domain 

Transform Transform 

Feature Extraction Luminance only Luminance only 

Type of feature data for 

every block 

DC only DC + AC 

Number of feature 

coefficients 

Fixed 

(396 for QCIF)  

(See Figure 4.6) 

Variable 

(See Figure 4.6) 

Digital Signature 1 per 8x8 block 1 per coded video sequence 

Detect spatial manipulations Yes  

(See Figures 4.8, 4.9, 4.10 

and 4.11) 

Yes 

(See Figures 4.8, 4.9, 4.10 

and 4.11) 

Detect sender forgery Yes Yes 

Detect tampered location Yes (Block level) Yes (Frame level) 

Buffer size for coefficients Fixed Variable 
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Self recovery for tampered 

locations 

Yes No 

Robust to quantization             Yes             No 

Encryption of digital 

signature 

             No            Yes 

Encryption passes required 

for generating digital 

signature 

Fixed  

(396/image for QCIF) 

Fixed (1 for every picture 

and 2 for the whole video 

sequence) 

Hash calculation None 1/picture and 1 for the 

whole video sequence 

Computational Complexity High Medium 

 

 
Figure 4.6 Number of feature coefficients collected for every frame 
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The following figures show the different types of spatial manipulations such as 

frame cropping, rotation, inversion, etc.  

        
Figure 4.7 Original Foreman frame 

  

 
 
 
 

 

              Figure 4.8 Cropped frame in Foreman sequence 

The cropped figure was obtained by cropping 20 rows from the top and 26 rows 

from the bottom of the figure. This attack is detected by both the previous work as well as 

our algorithm. 

 
Figure 4.9 Rotated frame in Foreman sequence 

 
The original frame is rotated by 180 degrees to obtain the above frame. Our 

current algorithm is robust to this attack as is the case for [17].  
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Figure 4.10 Inverted frame in Foreman sequence 

 
The inverted frame in case of 8 bit images is the difference between 255 and the 

current value of every pixel in the image. Inverting the frame leads to a change in the DC 

value and can be detected by both the current as well as the previous work.  

 

 
Figure 4.11 Tampered frame in Foreman sequence  

The bottom right of the frame is manipulated by removing the construction 

structure from the original frame. This type of attack is detected easily by both the works 

due to change in the DC and AC values of the modified blocks.  

4.4 Results for multiple coded video sequences 

The total number of frames is kept the same as for a single coded video sequence 

at fifty nine. The number of coded video sequences was set to six, an average of nine 

frames in a video sequence. The common parameters required for the DSA were 
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unchanged. There were a total of six signatures obtained, one for every coded video 

sequence. They are shown below in base 10 format. 

 

 

 

 

 

 

 



 48 

4.4.1 Without video tampering or forgery 

The decoder computes a signature based on the received video sequence. Since 

there are multiple video sequences involved, multiple signatures would have to be 

verified. For each video sequence the decoder verifies the signature and identifies the 

tampered locations or detects malicious user activity in the case of signature verification 

failure. The decoder’s signature (v) for each of the video sequence in absence of 

tampering or signatory forgery is presented below. 

 

Here the index i in vi indicates the signature number. The signatures match and 

hence the received video can be claimed to be from an authentic source with no tampered 

frames.  

4.4.2 Locating tampered frames 

Our proposed algorithm can identify the locations of tampered frames for each 

coded video sequence separately based on the encrypted hash outputs sent by the 

encoder. In this example frames 13 (B picture) and 30 (I picture) belonging to the second 

and fourth video sequence respectively are modified. Frame 13’s coefficients are replaced 

by those of frame 11 and frame 30 is replaced by the previous I frame (picture number 20 

of the 3rd video sequence). The decoder successfully verifies the signature for the first, 
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third, fifth and sixth video sequence. The decoded signatures (v) for the second and 

fourth video sequence are shown below in the same order. 

v2 = 766321293063485944746073327048840451936391521142 

v4 = 402004964420942097203746248359479943276321484948 

These signatures do not match with their corresponding counterparts from the 

encoder. The next step taken by the decoder is to verify the hash outputs against the 

decrypted hash outputs from the encoder for each of the video sequences. For the second 

video sequence frame no. 13’s hash outputs from the encoder and decoder are shown.  

 

Since the hash outputs do not match, we can come to the conclusion that frame 13 

has been tampered with and is the reason for the cause of authentication failure for the 

second coded video sequence. Similarly frame 30’s encoder and decoder hash outputs are 

shown below. 

 

As above the hash outputs do not bear any faint resemblance to each other and 

frame 30 is responsible for the authentication failure of the fourth video sequence. The 

proposed algorithm can also identify multiple tampered frames for each coded video 

sequence by comparing the hash outputs from the encoder and decoder. 
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4.4.3 Detecting malicious activity 

The procedure for identifying fraudulent activity is the same as for a single coded 

video sequence. In this example the identification parameters for the third video 

sequences are tampered with. The third video sequence is signed using a different private 

key and then it is passed through the authentication process at the decoder using the 

original public key of the legal user. The modified private key is shown below in base 10 

format.  

 

 

The signature (r and s) obtained at the encoder are shown below. 

 

The decoded signature (v) obtained is shown below in base 10 format. 

 

As can be seen, the signatures do not match and hence the signature verification 

fails for the third video sequence. The decoder now matches hash of every frame in the 

third video sequence to the corresponding one sent by the encoder. Since none of the 

frames in the third video sequence were modified the hashes would all match. It can be 

thus inferred from the above result that the video authentication failure for the third video 

sequence has been due to malevolent intentions of the signatory.  
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4.4.4 Identifying malicious user and tampered locations simultaneously for 

multiple video sequences 

As demonstrated for a single video sequence, it is possible to identify all the 

tampered frames in the case of multiple signatures where each signature is used as the 

authentication information for a single coded video sequence. However it is not possible 

to identify whether sender identification is also the cause for authentication failure when 

both of them occur simultaneously.  

4.5 Summary 

We have presented results for a single coded video sequence when the frames are 

tampered; video is forged by a malicious user, we have tested the algorithm to attacks 

such as frame reordering attack and showed the algorithm’s robustness to quantization. 

Our algorithm is also robust to the DC attack. Similar results were also presented for 

multiple coded video sequences. 

Chapter V presents conclusions and further studies pertaining to our proposed 

algorithm.   
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CHAPTER 5 
 

CONCLUSIONS AND FURTHER STUDIES 

5.1 Conclusions 

 We have proposed a hard authentication scheme in this thesis to verify the 

integrity and achieve sender identification for videos compressed with H.264/AVC main 

profile [8]. Every coded video sequence is verified independently by using the DC value 

and two AC values as the authentication data for every 4x4 luminance block except for 

Intra 16x16 modes where all the non-zero DC coefficients after Hadamard transform and 

32 AC coefficients are used. This scheme is more suitable to video as the integrity of the 

whole sequence is verified rather than a single frame. The DSS is used for generating the 

digital signature and RSA is used for encryption of the digital signature. Additionally, the 

proposed algorithm can identify the tampered locations at frame level and detect sender 

forgery at the expense of increased authentication bits by calculating the hash of every 

frame and appending it to the signature.  

The simulation results presented in Chapter 4 demonstrate that the algorithm can 

detect malicious temporal and spatial manipulations to the video and point out the frames 

where these manipulations have taken place. Also, they can point out the fraudulent 

intentions of an imposter when attempting to forge the video. The results also show that 

our algorithm is not robust to quantization due to the one-way nature of a hash function. 
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The chrominance coefficients are also not taken into account when designing the 

algorithm. This leads to cases where the signature is verified even though unlawful color 

manipulations have taken place. The frame hash outputs required in identifying the 

tampered locations demand extra authentication bits to be transmitted by the encoder thus 

increasing the bit rate of the coded video.   

5.2 Further studies 

 The proposed algorithm can be extended to include chrominance coefficients 

apart from luminance frames wherein the DC and a few of the low frequency 

chrominance coefficients of every block can be used as the authentication criteria. 

Further study to make the scheme robust to quantization is required. Finally, the proposed 

scheme requires that the authentication bits be transmitted separately from the video. 

Watermarking [29] i.e. embedding the hash values produced by this algorithm in the 

video sequence can be an area of research.  
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APPENDIX A 
 
 

DIGITAL SIGNATURE STANDARD
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A.1 Introduction 

The Digital Signature Standard (DSS) is a public key cryptographic system 

developed by the National Institute of Standards and Technology [26]. The need for it has 

been brought about by the intention of developing an efficient way to reduce costs and 

replace handwritten signatures with digital ones. The digital signature serves two 

purposes: (1) Identify and authenticate the creator of the message and (2) Verify the 

message integrity by making sure that the information has not been altered after it has 

been signed. 

The DSS is split into two parts: (1) Secure Hash Standard (SHS) and (2) Digital 

Signature Algorithm (DSA). To calculate the signature the message to be authenticated is 

fed to the SHS which produces a 160 bit condensed representation of the message. This 

160 bit message is acted upon by the DSA which also takes the user’s private key into 

account and generates a digital signature consisting of two 160 bit numbers. Since there 

is a unique mapping between the private and public keys of a user, any party with access 

to the public key, the message to be authenticated and the digital signature can verify the 

signature using the techniques described in the DSA. Figure A.1 shows the digital 

signature generation and verification process described in the DSS.  
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Figure A.1 Signature generation and verification process of DSS [26] 

The security provided by a digital signature is also an important point to take into 

consideration. Some factors are the mathematical soundness of the algorithm, 

management and distribution of keys (private and public) and the implementation of the 

system in a given application [26]. The security provided by the DSA is the effort 

required to compute the discrete logarithm of a very large number. Also, the digital 

signature cannot be forged if the private parameters (such as the private key) required by 

the DSA are not available to the adversary. The following sections describe the SHS and 

DSA.  

A.2 Secure Hash Standard [25] 

The job of a hash function is to produce an irreversible condensed representation of the 

message. This condensed representation of the message is called a digest. Here 

irreversible refers to the property of a hash algorithm that the original message cannot be 
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recovered from the hash. The secure hash algorithm is called secure because it is 

computationally infeasible to find the message from a message digest, find two messages 

having the same digest and a modification in the original message results in a different 

digest with very high probability. The SHS uses the Secure Hash Algorithm (SHA-1) to 

produce the message digest. The SHA-1 produces a 160 bit fixed output for message 

length < 264 bits. The hash generation process is described below.  

A.2.1 Representation of bit strings and integers 

1) A hex digit belongs to the set (0, 1…9, A, B…F). Since there are 16 possible elements 

in the set, four bits will be required for unique identification of every element in the set. 

Therefore a hex digit may be represented by four bits. 

2) A 32 bit sequence is called a word and a word is represented by eight hex digits. 

3) Any integer between 0 and 232-1 can be represented as a word where the least 

significant four bits of the integer are represented by the right most hex digit. 

4) Block = 512 bit string. A block may be represented by a succession of sixteen words 

where each word is a 32 bit string.  

A.2.2 Word operations 

Let X and Y both represent words. Then  

1) Bitwise logical word operations: 

     X  ̂Y        =  bitwise logical “and” of X and Y 

     X \/ Y       =  bitwise logical “inclusive-or” of X and Y 

     X XOR Y         =  bitwise logical “exclusive-or” of X and Y 

     ~X        =  bitwise logical “complement” of X 
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2) Let X and Y represent integers x and y respectively where 0 = (x, y) < 232. Then X+Y 

can be defined as follows. Compute z = (x+y) mod 232 where 0 = z < 232. z is converted 

to a word Z where Z is defined as X+Y. 

3) Let Sn(X) represent the circular left shift operation where n is an integer where 0 = n < 

32. Then Sn(X) = (X<<n) OR (X>>32-n).  

A.2.3 Message Padding 

The SHA-1 which produces the message digest requires that the total length of the 

message (length of a message is the total number of bits in the message) be a multiple of 

512 bits. The message is processed sequentially in blocks. Message padding converts the 

total length of the message to a multiple of 512. The padding process is described below. 

All padding is done on the right of the message bitstream. Let the length of the message 

be a 64 bit string represented as k. 

a) A ‘1’ is appended.  Example: If the original message is 10100111 01100010 

01000001, then this is padded to 10100111 01100010 01000001 1.  

b) ‘0’  ‘s are appended. The last 64 bits of the final 512 bit block are reserved for the 

length of the message. The total number of ‘0’  ‘s to append is calculated such that the 

message is a block size of 512. Example: The original message length of the above 

bitstring is 24 bits. After appending a ‘1’ the message size is now 25 bits. The last 64 bits 

are reserved for the length. Thus 423 ‘0’ ‘s are appended. The new message in hex 

becomes 

A7624180 00000000 00000000 00000000 
00000000 00000000 00000000 00000000 

                            00000000     00000000 
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c) k, the length of the message in bits is represented in a two word format. If k<232 then 

the first word contains all zeroes. This two word representation of the length is appended 

to the message to get the final message over which the hash will be computed. Example: 

Here in this example k is 24. The two word representation in hex is 00000000 00000018. 

Thus the final padded message becomes 

A7624180 00000000 00000000 00000000 

00000000 00000000 00000000 00000000 

00000000 00000000 00000000 00000018 

The padded message in this example contains exactly 16 words. The previous statement 

can be generalized for any message by noting that the final padded message will contain 

16*n words where n>0. The padded message is processed in sequence of n blocks M1, M2 

…Mn where M1 represents the first bits in the message.  

A.2.4 Secure Hash Functions 

The following eighty functions f0, f1, … , f79 are used in SHA-1. Each function operates 

on three words X, Y and Z and produces a single word as output.  

ft(X,Y,Z) = (X AND Y) OR ((NOT X) AND Z)        (0 = t = 19)  

ft(X,Y,Z) = X XOR Y XOR Z     (20 = t = 39) 

ft(X,Y,Z) = (X AND Y) OR (X AND Z) OR (Y AND Z)       (40 = t = 59) 

ft(X,Y,Z) = X XOR Y XOR Z     (60 = t = 79) 

A.2.5 Constants 

SHA-1 employs eighty constant words in the hash process. These constants K0, K1, … 

,K79 are given as follows: 
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Kt = 5A827999 (0 <= t <= 19) 

Kt = 6ED9EBA1 (20 <= t <= 39) 

Kt = 8F1BBCDC (40 <= t <= 59) 

Kt = CA62C1D6 (60 <= t <= 79). 

A.2.5 Message Digest Computation 

The SHA-1 requires two five word buffers, an eighty word buffer and a single word 

buffer labeled TEMP. The first five word buffer is A, B, C, D and E. The second five 

word buffer is H0, H1, H2, H3 and H4. The eighty word buffer sequence is given as W0, 

W1, W2…W79.  

The sixteen word blocks M1, M2, M3…. Mn are processed in sequential order with each 

block requiring eighty steps. Before processing any of the blocks the five word H buffer 

are initialized in hex as follows: 

H0 = 67452301 

H1 = EFCDAB89 

H2 = 98BADCFE 

H3 = 10325476 

H4 = C3D2E1F0 

For processing of each block Mi 

a) Mi is split into sixteen words W0, W1, W2…W15 where W0 represents the left-

most word. 

b)  For t = 16 to 79 let Wt = S1(Wt-3 XOR Wt-8 XOR Wt- 14 XOR Wt-16) 

c) Let A = H0, B = H1, C = H2, D = H3, E = H4. 



 61 

d) For t = 0 to 79 do 

                       TEMP = S5(A) + ft(B,C,D) + E + Wt + Kt; 

                       E = D; D = C; C = S30(B); B = A; A = TEMP; 

e) Let H0 = H0 + A, H1 = H1 + B, H2 = H2 + C, H3 = H3 + D, H4 = H4 + E.  

After all the blocks in the padded message are processed the digest is given by the 160 bit 

buffer H0 H1 H2 H3 H4. An alternative method of computing the digest when the required 

buffer space is not available is discussed in [25]. 

A.3 Digital Signature Standard [26] 

The DSA specifies the methods used for the generation and verification of digital 

signatures. In the signature generation part the signatory signs the message with his/her 

private key and the public key is employed in the verification part. This calls for a 

method of associating the private and public keys of the signatory. The DSA is described 

below. 

A.3.1 DSA Parameters 

The following parameters are used in the DSA: 

a) p = a prime modulus, where 2L-1 < p < 2L for 512 = < L = <1024 and L a multiple 

of 64 

b) q = a prime divisor of p - 1, where 2159 < q < 2160 

c) g = h(p-1)/q mod p, where h is any integer with 1 < h < p - 1 such that h(p-1)/q mod p 

> 1 (g has order q mod p). 

d) x = a randomly or pseudorandomly generated integer with 0 < x < q 

e) y = gx mod p 
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f) k = a randomly or pseudorandomly generated integer with 0 < k < q 

p, q, and g parameters can be released to the public whereas x and k parameters are 

supposed to be kept secret by the signatory. A user’s private key is x and public key is y. 

Public keys should be made available to the user for verifying the message from a trusted 

third party source. k is a random integer generated for every signature.  

A.3.2 Signature Generation 

The signature consists of two 160 bit numbers denoted by r and s. They are computed as 

follows: 

r = (gk mod p) mod q 

s = (k-1(SHA(M) + xr)) mod q where k-1 is the multiplicative inverse of k i.e. (k-1 k) mod 

q = 1 and 0 < k-1 < q and SHA is the secure hash algorithm. 

If either r or s or both are zero then the signature should be recomputed but the 

probability of either one or both of them being zero are very less.  

A.3.3 Signature Verification 

Assume that the received message and signature is given by M’, r’ and s’ respectively. If 

either or both of the numbers (r’ and s’) representing the signature are zero then the 

signature verification part fails. If the above condition is met then further computations 

shown below are performed.  

w = (s')-1 mod q 

u1 = ((SHA(M')w) mod q 

u2 = ((r')w) mod q 

v = (((g)ul (y)u2) mod p) mod q  
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The signature is said to have been verified only if v and r’ match. All other cases should 

be treated as verification failures. However it is not possible to point out whether the 

failure has been due to incorrect signature calculation or forgery attempt by an imposter.  
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B.1 Introduction 

H.264/AVC is the latest international video coding standard released by the ITU-T 

Video Coding Experts Group (VCEG) and ISO/IEC ‘s Moving Picture Experts Group 

(MPEG) with the objective of enhanced compression efficiency over previous standards, 

ease in network representation of the video for interactive e.g. video telephony and non 

interactive applications such as broadcast, streaming [6], [7]. A full range of applications 

to which H.264/AVC would be suitable can be found in [6], [7], [5], [2]. The scope of the 

standardization is limited to the decoding process and is shown in Figure B.1. 

  

Figure B.1 Scope of standardization [6] 

The standard is split into two parts: (1) Video Coding Layer (VCL), which focuses 

on removing redundancy from the video signal and (2) Network Abstraction Layer 

(NAL), whose objective is to format the compressed video signal produced by the VCL 

into a form suitable for transmission over different wired and wireless networks such as 

circuit switched network (PSTN) and packet switched networks (3G mobile networks, 

Internet). Figure B.2 shows the VCL and NAL in H.264/AVC. 
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Figure B.2 VCL and NAL layers for H.264/AVC [6] 

B.2 Network Abstraction Layer 

The output of NAL is NAL units with each of the unit having an integer number of 

bytes. The first byte in a NAL unit indicates the information contained in the rest of the 

bytes. A series of NAL units is called a NAL stream. The NAL units are further 

distinguished as VCL and non VCL NAL units. VCL NAL units contain video picture 

values whereas non VCL NAL units referred to as parameter sets contain information 

regarding decoding of VCL NAL units [4]. Typically, the number of non VCL NAL units 

are very few compared to the number of VCL NAL units. Since parameter sets are 

required for decoding the video signal they are usually sent out of band reliable channel 

[7]. 
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B.2.1 Parameter Sets 

Parameter sets may be of two types: (1) Sequence parameter sets: - These are used in 

the decoding of a series of consecutive coded video pictures and (2) Picture parameter 

sets: - Required for decoding a single picture.  

Every VCL data is embedded with a unique identifier that specifies which picture 

parameter set to use and in turn every picture parameter set contains an identification 

signifying the sequence parameter set to be used [5].  Figure B.3 shows the parameter set 

concept. 

 Figure B.3 Parameter set concept [7] 

A coded video sequence in H.264/AVC may be defined as a series of consecutively 

coded pictures that refer to a single sequence parameter set. Every coded video sequence 

always starts with an Instantaneous Decoder Refresh (IDR) meaning an Intra picture, 

which is coded without reference to any other previously coded picture. On receiving an 

IDR, the decoder’s short term and long-term buffers are cleared.  
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B.2.2 NAL Access unit 

Reference [5] defines a NAL access unit as a series of NAL units which on being 

decoded give a single picture of the coded video sequence as output. Access unit 

delimiters are found at the start of the access unit. Figure B.4 shows the structure of an 

access unit. The delimiters are used for marking the boundaries of each access unit. 

Accompanying each access unit may be optional information such as a redundant picture 

that is used if the primary picture is corrupted. Generally redundant pictures are of low 

quality and thus occupy fewer bits than the primary coded picture. 

 

Figure B.4 Structure of an access unit [5] 
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The primary coded picture consists of a series of VCL NAL units, which on 

decoding give rise to the video picture.  

B.2.2.1 Supplemental Enhancement Information (SEI) 

SEI is defined in Annex D of the H.264/AVC standard [8]. It provides 

supplementary information in order to assist the decoder in decoding the video, display 

related issues or can carry other redundant information specified below. Conformant 

decoders have an option of discarding SEI messages except for verifying bitstream 

conformance. The different types of information that can be carried by SEI are listed in 

Table B.1. 

Table B.1 SEI Messages [8] 

 

SEI message payload type 

 

Payload indicator 

buffering_period 0 

pic_timing 1 

pan_scan_rect 2 

filler_payload 3 

user_data_registered_itu_t_t35 4 

user_data_unregistered 5 

recovery_point 6 

dec_ref_pic_marking_repetition 7 

spare_pic 8 
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scene_info 9 

sub_seq_info 10 

sub_seq_layer_characteristics 11 

full_frame_freeze 12 

full_frame_freeze_release 13 

full_frame_snapshot 14 

progressive_refinement_segment_start 15 

progressive_refinement_segment_end 16 

motion_constrained_slice_group_set 17 

reserved_sei_message 18 

 

It is interesting to note that the “user_data_unregistered” SEI message is used for 

carrying any data that does not fit in any one of the categories specified above. The 

payload length in bytes has to be specified before sending any data using this SEI 

message. This will allow the decoder to know the number of bytes to expect.  

B.3 Video Coding Layer (VCL) 

The purpose of the video coding layer is to remove temporal and spatial 

redundancies from the video. Like other previous standards H.264/AVC follows a block 

based coding approach wherein the video is transformed into Y, Cb, and Cr format. 

Though the encoder is not standardized, Figure B.5 shows a generic H.264/AVC encoder. 

Y pictures are divided into 16x16 non-overlapping macroblocks and chroma pictures are 

divided into 8x8 macroblocks. The human visual system is more sensitive to luminance 
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than chrominance. Thus chrominance components are subsampled by a factor of two. 

There are two modes available for prediction: (1) Intra mode and (2) Inter mode. In Intra 

mode all the macroblocks are predicted without reference to any other previously coded 

frame. Intra modes are used to remove drifting effects caused by the prediction model 

and to code pictures that have significant coding complexity than coding them as other 

types which do not result in significant gain. Every coded video sequence in H.264/AVC 

always starts with an Intra picture. Inter modes on the other hand allow motion 

compensated prediction from macroblocks that have been coded previously. This mode 

plays a significant part in reducing the bit rate of a video signal. Inter pictures are further 

divided into two types (a) P type and (b) B type. P types allow prediction only from 

previously occurring pictures whereas B types allow prediction from both past and future 

occurring pictures. 

Figure B.5 A generic H.264/AVC encoder [5] 
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B.3.1 Integer 2D DCT 

H.264/AVC employs a new 4x4 integer approximation of the DCT. The advantages 

of this transform [2] are that all operations can be carried out using integer arithmetic, 

prevention of inverse mismatch at the decoder and use of only adds and shifts in 

computing the core of the transform. Let [X] = {x00…x33} be the input matrix and the 

output of the 2D-integer DCT be given by [Y]. Then the 2D integer DCT computation 

process is shown in Figure B.6. 

 

Figure B.6 Integer 2D-DCT calculation of [X] [7] 

This transform is used in the prediction of both Intra and Inter modes.  

B.3.2 Intra prediction modes 

In Intra mode coding the prediction is obtained from the previously decoded parts of 

the same picture. A change compared to the previous standard is that the previously 

decoded blocks of the same picture need not be restricted to an I type picture. This 

prediction is subtracted from the current block and transformed to compact the energy 

into the low frequency coefficients. There are four possible types of Intra prediction 

modes available which are: (1) Intra 4x4 (2) Intra 16x16 (3) Constrained Intra and (4) 

I_PCM. 
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There are a total of nine prediction modes for Intra 4x4. Three of the prediction 

modes are shown below in Figure B.7. 

Figure B.7 Three of the nine possible Intra 4x4 prediction modes [6] 

There is another Intra prediction method employed for coding smooth areas of a 

picture. This method is referred to as Intra 16x16 prediction method. In Intra 16x16 

mode, the macroblock is divided into 16 blocks of size 4x4. The integer 2D (4x4) DCT is 

applied to each of these blocks. Figure B.8 shows this transformation process. The little 

left rectangle (00…33) indicates the DC value of every 4x4 transformed luma block. The 

numbers 0,1…15 represent the transformed luma blocks.     

 

Figure B.8 Two dimensional transformed luma macroblock 
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The sixteen DC coefficients obtained are highly correlated and a second 4x4 

transform (Hadamard transform) is utilized to decorrelate these DC coefficients. The 

need for a second transform is based on the property of a two-dimensional transform of 

smooth content that the reconstruction accuracy is proportional to the inverse of the one-

dimensional size of the transform [5]. Since INTRA 16x16 is used for coding smooth 

areas the reconstruction error can be reduced by a factor of half. Let [XD] = {xd00…xd33} 

represent the DC coefficients of the transformed macroblock and [YD] = {yd00…yd33} 

represent the output matrix after the Hadamard transform. The process for computing 

[YD] is shown in Figure B.9. 

 

Figure B.9 Hadamard transform for Intra 16x16 luma macroblock [7] 

For chroma macroblocks, a 2x2 Hadamard transform is applied for coding the four 

DC coefficients obtained after integer DCT of each of the chroma blocks. 

In Constrained Intra prediction mode the prediction is formed from only Intra coded 

parts of the picture. This is useful for stopping drift errors and a periodic picture of this 

type would result in better quality but this is at the expense of an increase in the number 

of bits required to represent the picture. I_PCM mode simply skips the prediction and 

transform coding process and encodes the pixel values directly [5].  



 75 

B.4 Changes over previous standards 

Other major changes as compared to previous standards are as follows. 

The different block sizes possible for motion compensation are 16x16, 16x8, 8x16, 

8x8, 8x4, 4x8 and 4x4. The motion vector resolution is ¼ pel. This results in a better 

prediction. The deblocking filter which helps in reducing block based artifacts is now 

mandatory. There are also a couple of new entropy coding methods; Context Adaptive 

Binary Arithmetic Coding (CABAC) and Context Adaptive Variable Length Coding 

(CAVLC) which adapt (using a different codetable/symbol table) according to the 

statistics of the previously coded symbols. 

In the previous standards one picture was allowed as a reference (past only) for a P 

picture and two reference pictures (one past and one future) were allowed for B frames. 

In H.264/AVC it is possible to have multiple reference frames for each of the picture 

types. The reference software (JM version 7.5C) [9] allows up to 5 frames for both the 

picture types. One more notable change is that B frames can be used as reference frames. 

A picture is divided into slice groups, each slice group containing one or more slices. 

Unless otherwise specified a slice group consists of macroblocks in raster scan order. 

Flexible Macroblock Ordering (FMO) allows arbitrary macroblock grouping. Figure B.10 

shows an example of slice groups and Figure 11 shows 2 examples of FMO [6]. 
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Figure B.10 Slices in an image [6] 

 

Figure B.11 Division of an image into arbitrary slice groups using FMO [6] 

H.264/AVC allows the sequence and picture parameter sets to be sent separately 

using an out of band reliable channel. This can be used to increase error resilience by 

ensuring that parameter sets are given more protection than the VCL NAL units as the 

parameter sets contain information used in decoding pictures. This unequal information 

protection is known as data partitioning. A complete list of changes can be found in [5] 

[6], [7], [8].  

The standard specifies a set of three profiles based on the application. These profiles 

are the Baseline, Main and Extended. Baseline profile’s applications include 
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videotelephony, videoconferencing and wireless communications. Main profile is suited 

for television broadcasting and video storage while Extended profile may be used for 

streaming applications [6]. The different tools associated with each profile are shown in 

Figure B.12.  

 

Figure B.12 H.264/AVC profiles [6] 

The bit rate savings of H.264/AVC over other video coding standards when coded in 

Main profile is presented in Figure B.13 and when coded in Baseline Profile is presented 

in Figure B.14.  

 

 

 

Figure B.13 Bit rate savings achieved by H.264/AVC Main profile [6] 



 78 

 

Figure B.14 Bit rate savings achieved by H.264/AVC Baseline profile [6] 

The acronyms used in the above two figures are 

MP: Main Profile 

ASP: Advanced Simple Profile 

HLP: High Latency Profile 

CHC: Conversational high profile 

SP: Simple Profile 

It has been observed through empirical results that intraprediction, multiple block 

size ME/MC, multiple picture weighted prediction, CABAC, B frames, Rate Distortion 

by Lagrangian optimization, Hadamard transform and Deblocking filter are the main 

causes of increase in complexity [6].  
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C.1 Video Formats 

The video frame may be displayed with different resolutions and dimensions 

depending on the application. For example in videoconferencing and video telephony 

small picture size that results in a small bandwidth is preferred whereas for broadcast 

quality video higher resolution that provide image detail may be preferred [3]. The 

different image formats are listed in Table C.1. 

Table C.1 Common Video Formats [1], [11] 

Video/Image Format Resolution (no_of_pixels_per_line x 

no_of_lines_per_frame) 

CCIR – 601 (NTSC) 720 x 625 

CCIR – 601 (PAL) 720 x 525 

Digital TV (NTSC) 720 x 576 

Digital TV (PAL) 720 x 480 

SIF (NTSC) 360 x 240 

SIF (PAL) 360 x 288 

16 CIF 1408 x 1152 

9 CIF 1056 x 864 

4 CIF 704 x 576 

CIF 360 (or 352) x 288 

QCIF 176 x 144 

SQCIF 128 x 96 
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C.2 Image Sampling Formats 

In digital video every frame is usually converted from RGB to YCbCr format. In this 

mode the human visual system is less sensitive to chrominance than to luminance [2]. A 

variety of formats each specifying the resolution to be used for Y, Cb and Cr is developed 

based on the previous fact.  

C.2.1  4:4:4 Sampling 

In 4:4:4 format, the three components (Y, Cb and Cr) have the same horizontal and 

vertical resolution. The numbers 4:4:4 indicate the relative sampling of each component 

in the horizontal direction [2] i.e. for every 4 luma samples in the horizontal directions 

there are 4 Cb and 4 Cr samples. Figure C.1 shows the 4:4:4 sampling format. 

C.2.2  4:2:2 Sampling 

In 4:2:2 sampling there are 2Cb and 2 Cr samples for 4 Y components in each line. 

Thus the horizontal resolution of Cb and Cr is reduced by half. The vertical resolution 

remains the same. Figure C.1 shows the 4:2:2 sampling format. This format is used in 

high quality color reproduction. 

C.2.3  4:2:0 Sampling 

This format signifies that the horizontal and vertical resolution of Cb and Cr are each 

reduced by half with respect to Y. The numbers 4:2:0 do not signify anything though. It is 

used in low bit rate communication services. Figure C.1 shows this format. 
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Figure C.1 Sampling formats [2] 
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D.1 Software 

A big number C/C++ library was used in developing the software in this thesis. This 

software can be downloaded from [28]. Several cryptographic routines are provided by 

this software which eases development time. There are several example algorithms 

provided by [28] in C/C++ format. 

Regarding the software developed in this thesis, the big number library has been 

integrated in JM 7.5. A list of files modified in JM 7.5 in implementing this algorithm 

can be found in “changes-authentication.txt”. The software has been attached with this 

thesis. 
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